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Laboratory Biosafety in US

® Birth of the American Biological Safety Association (ABSA)

" |n 1955, the three principal US biological weapons offensive
laboratories met to discuss safety issues and,

" By 1957, the biosafety conferences expand to include other federal
laboratories

" Formally established in 1984

® Guidance not regulations:

" Centers for Disease Control (CDC), Office of Biosafety —
“Classification of Etiologic Agents on the Basis of Hazard”

= CDC/NIH -*“Biosafety in Microbiological and Biomedical
Laboratories”

® NI|H Guidelines on Recombinant DNA Molecules

® “The knowledge, the techniques, and the equipment to prevent
most laboratory infections are available" (Pike)
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Bioterrorism in the US: 1984

® September 17, 1984 — First reports of gastroenteritis from recent
patrons of restaurants in The Dalles, Oregon

® Laboratory tests confirm Salmonella typhimurim
® Qutbreak:

® 751 cases of salmonella poisoning but

" No fatalities

® CDC investigation concludes that outbreak resulted from food
handlers’ inadequate hygiene

® September 16, 1985 - rift between
member and leader reveals incident
natural outbreak

Bhagwan Shrée Rajneesh
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~ BIOLOGICAL THREAT REDUCTION

Bioterrorism in the US: 1995

® May 1995 — Larry Wayne Harris ordered 3 vials of Yersina pestis
from the American Type Culture Collection
® Arrested for obtaining the bacteria through falsified documents

" Possession not acrimein 1995
® Led to the original Select Agent List — only regulated transfers
= Anti-terrorism and Effective Death Penalty Act of 1996
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Bioterrorism in the US: 2001

® Fall 2001 anthrax attacks

Highly refined: 4-7 letters contaminated over 60 different sites
® Sent to news outlets and US Congress

" Highly virulent: Kills 5, wounds 21
" Perpetrator(s) still unknown
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Necessity of Biological Research

® Despite risks associated with pathogenic microorganisms,
research with these dual-use agents must continue
" Most vaccines use an attenuated or dead pathogen

" Therapeutic treatments may utilize
dangerous pathogens or toxins

" Comprehension of pathogenicity aids
in disease diagnosis, treatment,
mitigation, and prevention
® Biosafety and biosecurity strategies must
not unduly hinder essential research

® New and rapid advancements in
biotechnology create novel threats
but allow for novel responses

Before and after botulinum injections
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s | JS Policy Response to the Bioterrorist
Threat

® Emerging US security regime has two sets of
objectives

" Enhance ability to respond to public and agricultural
health emergencies

" Reduce therisk that bioscience and biotechnology
could be used maliciously
® Realization that bioscience facilities are potential
sources of biological weapons material (viable and
virulent pathogens)
® USA PATRIOT Act of 2001 — US Public Law 107-55
" Restricted Persons
® Bioterrorism Preparedness Act of 2002 — US Public
Law 107-188
" 42 CFR 73 (Human and Overlap)
" 9 CFR 121 (Animal and Overlap)
= 7 CFR 331 (Plant)
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US Select Agent Rule (2005)

® Facility registration if it possesses one of 80 Select Agents
® Facility must designate a Responsible Official

® Background checks for individuals with access to Select
Agents

® Access controls for areas and containers that contain Select
Agents

® Detailed inventory requirements for Select Agents
® Security, safety, and emergency response plans

® Safety and security training

® Regulation of transfers of Select Agents

® Extensive documentation and recordkeeping

® Safety and security inspections
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Responsible Official (RO)

® Designated by institution

® Has authority and responsibility for institution’s compliance with
CFR

® Develops and implements
=  Safety plans
= Security plans
" Training
® Authorizes access to Select Agents by authorized personnel only

® Responsible for transfer of Select Agents to only approved
individuals and institutions

® Reports loss, theft, release of agents and toxins
® Maintains records

RO is point-of-contact for all Select Agent regulatory activities
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Security Plan

® “Security plan must be designed according to a site-specific risk
assessment and must provide graded protection in accordance
with the risk of the select agent or toxin, given its intended use”
® Plan must be:
" Reviewed annually
= Exercised annually

" Reviewed and revised as necessary
® After annual review, any drill, or incident

10
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Security Plan Reguirements

Describe physical security, inventory control, and information systems
control

Describe access controls
Describe provisions for routine cleaning, maintenance and repairs
Establish procedures for removal of unauthorized or suspicious persons

Describe procedures for lost or compromised keys, passwords,
combinations, etc. and protocols for changing

Describe procedures for reporting unauthorized or suspicious persons,
activities, loss or theft, or alteration of records

Ensure authorized individuals understand and comply with security
http://www.cdc.gov/immwr/preview/mmwrhtml/rr5119al.htm
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Security Plan Reguirements

SA are not stored or used in public areas
Allow access only to DOJ-approved individuals

Provide continuous escort by cleared individual for uncleared cleaning,
maintenance and repair personnel

SA storage areas (e.g. freezers, cabinets) have access controls
Inspect all suspicious packages entering / leaving SA areas

Protocol for transfer within institution
" Including Chain of custody

Mandates that authorized individuals do not share their access (e.g. card
key, passwords)

Report any compromises of security
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Biosafety Now Part of Regulations

® Biosafety and containment must be sufficient to contain the select
agent
® Written biosafety plan
"= Commensurate with risk of the select agent

" CFRs refer to:
® BMBL —including all appendices
® OSHA 29 CFR 1910.1200 (Hazard Communication)

® OSHA 29 CFR 1910.1450 (Occupational Exposure to Hazardous Chemicals
in Laboratories)

® NIH Guidelines for Research Involving Recombinant DHA Molecules
" Reviewed and revised annually
" Exercised and evaluated annually

13
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Select Agents

® Lists of agents that affect
" Humans
= Animals
" Both humans and animals (zoonotic)
" Plants

® Potential to cause substantial harm to
®" Human health
"= Animal or plant health
"= Animal or plant products

14
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Human Select Agents and Toxins

Crimean-Congo haemorrhagic
fever virus

Ebola viruses

Cercopithecine herpesvirus 1
(Herpes B virus)

Lassa fever virus
Marburg virus
Monkeypox virus

South American Haemorrhagic
Fever viruses (Junin, Machupo,
Sabia, Flexal, Guanarito)

Tick-borne encephalitis complex
(flavi) viruses

Variola major virus and Variola
minor virus (Alastrim)

Rickettsia prowazekii
Rickettsia rickettsii
Yersinia pestis
Coccidioides posadasii

Abrin

Conotoxins
Diacetoxyscirpenol
Ricin

Saxitoxin
Tetrodotoxin

Shiga-like ribosome inactivating
proteins
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Overlap Select Agents and Toxins

Eastern equine encephalitis virus

Nipah and Hendra complex viruses

Rift Valley fever virus

Venezuelan equine encephalitis
virus

Botulinum neurotoxins

Clostridium perfringens epsilon
toxin

Shigatoxin
Staphylococcal enterotoxins
T-2 toxin

Bacillus anthracis
Brucella abortus

Brucella melitensis
Brucella suis
Burkholderia mallei
Burkholderia pseudomallei

Botulinum neurotoxin producing
species of Clostridium

Coxiella burnetii
Francisella tularensis

Coccidioides immitis
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Animal Select Agents and Toxins

African horse sickness virus
African swine fever virus
Akabane virus

Avian influenza virus (highly
pathogenic)

Bluetongue virus (exotic)

Pox viruses (camel, goat, sheep)
Classical swine fever virus
Foot and Mouth Disease virus
Japanese encephalitis virus
Lumpy skin disease virus
Malignant catarrhal fever virus

Newcastle disease virus

Peste des petits ruminants virus
Rinderpest virus

Swine vesicular disease virus
Vesicular stomatitis virus (exotic)

Cowdria ruminantium
Mycoplasma capricolum
Mycoplasma mycoides

Bovine spongiform
encephalopathy agent
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Plant Select Agents and Toxins

® Liberobacter africanus
® Liberobacter asiaticus
® Ralstonia solanacearum
¢ Xanthomonas oryzae

® Xylella fastidiosa

® Peronosclerospora philippinensis

® Sclerophthora rayssiae
® Synchtrium endobioticum

18



«@'International

J BIOLOGICAL THREAT REDUCTION

Hazardous Material Transportation Security

® Infectious substances (Class 6.2) and toxins (Class
6.1) are defined as Hazardous Material

4 Bacillus
) anthracis

® 49 Code of Federal Regulations (CFR) 172 (2003) —
HM 232 — mandates security measures for the
transport of some Hazardous Material

" Select Agents regulated under 42 CFR 73 require
Hazardous Material transport security measures

® Hazardous Material regulated security requirementg
include:
" Training
® Security awareness training
® Specific training as appropriate
" Written security plan

® Based on assessment of transportation security
risks

® Address personnel security, unauthorized
access, en route security

a ol
Coccidioides immitis
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Concerns About US Select Agent Rule

Top-down security regime not tailored to
laboratory realities

No need to steal a Select Agent to perpetrate
bioterrorism

Fear that security will trump biosafety,
increasing the risk of accidental release or
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Strengthening Biological
Risk Management

Vision for Integrated
BioRisk Management:

) + Increased focus on
Biosafety “awareness” to change
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Conclusions

® Biosafety has historically been based on guidance and best practices

® Biosecurity is much newer and regulations, guidelines, and
implementation methodologies are evolving

® The “internationalization” of laboratory biosecurity practices is an
important development

®  Securing dangerous pathogens in one or a few countries is insufficient to
mitigate the threat of bioterrorism or biological weapons proliferation

® However, the US Select Agent Rule is not universally applicable

" Laboratory biosecurity guidelines and requirements need to reflect local
and national concerns and priorities

“Infectious diseases make no distinctions among people and recognize no borders”

President George Bush, November 2001
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